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Study on a new anti-attack key agreement protocol

ZHANG Ke
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Abstract: Since the Diffie-Hellman key exchange protocol lacks the authentication for identity , it might
be suffered from the man-in-the-middle and replay attack. In order to resolve this bug,a modified Diffie-
Hellman key exchange protocol—AADH protocol was put forward. The AADH protocol has introduced
some new technologies ,such as key authentication,timestamps and random numbers which is the marker
of communication. The analysis of the performance showed that due to the safe performance of
Diffie-Hellman protocol, AADH protocol has high ability in fighting back the man-in-the-middle and
replay attacks.
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Alice —Bob; Alice-Send (Y,);

Darth; Darth-Bug(Y, ) ;

Darth ; Darth-compute (X, ) ;

Darth —Bob; Darth-Send( Y, ) ;

Bob : Bob-compute( X, ) ;

Bob — Alice: Bob-Send( Y, ) ;

Darth: Darth-Bug(Y, ) ;

Darth; Darth-compute (X, ) 5

Darth — Alice : Darth-Send( Y, ) ;

Alice: Alice-compute (K, ).
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Alice: Alice-Random (X,) ;

Alice ; Alice-Compute( Y, ) ;

Alice —Bob:Alice-Send(Y, | TS | N,) ;

Bob : Bob-Random (X,);

Bob ; Bob-Compute( Y, ) ;

Bob — Alice:Bob-Send( Y, | TS | N,) ;

Alice; Alice-Compute(K) ;

Bob ; Bob-Compute( K).
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TS || Life-Time)
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K]
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If ( | Now-Time-Time! > AT, + AT, +Life-Time)
KAC —Alice; KAC-Notice( False || INF-Type-1) ;
Else
If ( (Alice =V = = Alice —R’') && (Bob —+¥V = = Bob
—R') )
If (Alice -K = = Bob —K)
KAC —Alice:KAC-Notice( True) ;
Else
KAC —Alice:KAC-Notice( False || INF-Type-2);
End If
Else
KAC —Alice ; KAC-Notice( False || INF-Type-3) ;
End if
End ¥
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