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A bacterial DNA based information hiding scheme

CUI Guang-zhao, ZHAO Xiao-hang
(College of Electric and Information Engineering , Zhengzhou University of Light Industry ,Zhengzhou 450002 , China)

Abstract: A bacterial DNA based information hiding scheme was proposed by utilizing the recombinant
DNA technology as well as the resistance of bacteria. In this scheme recombinant DNA experimental condi-
tions and bacterial resistance were the key. Vector DNA molecules and redundant DNA molecules were
mixed together and then receptor bacteria and redundant bacteria were mixed together. Thus the plaintext

was hidden twice. Random attempt may not only destroy the ciphertext but also miss the plaintext. Security

analysis showed that the proposed scheme had strong security.

Key words:DNA cryptography ; recombinant DNA technique ; information hiding

0 35

EERE R %A AR T TR B
VU, B S B A U % L. 6% DNA 3
B R SR, R TR0 TR M 1 B ) 5 0 2 3 T
. 2005 4F,W. L. Chang 45" $2 i) T3 BR 25 40 K
$i) DNA BRI, A3 T 0% RSA 58 52 2
J&.2008 4 ,X. C. Zhang 220 T DNA [ 41 %%
BRI 2 98 NTRU B3 58 1 3234 2010 4F
W R BE X RSA B 1] 5 1, 32 th — o 1

r#E H#3.2013 -03 - 10

DNA AR 3% T RSA. DNA 8t 25 B35 ft 2
WK T HLIE. 1999 4, C. Clelland 25" (5 1 K 75
DNA ff i, SE8E 7 DL DNA Ry 2% 1K 1) 15 B B
2006 4, 14 [ 1255 T DNA %5545 23 ik oK ok
TR = R E B4R 2 —. 2007 4F, 55 B ik
P2 T T DNA HAR 3 BRI 7. 2010 4, 5k
FRRET PRI T I T DNA HAR AR 02 7 k.
2010 4F,Z. H. Chen 258 B} DNA [ 41355280 7 —
#%ﬁ%ﬁﬁ% [i]4F, M. Hirabayashi 2" pig i 7 — ¥k —
PR A I A 3 AR 2012 4R B T A T

E ST :2012 F B i 4 A6 3T A 3 %151 B (124200510017 )

EE BN EAE(1957—),
B e gA

BAmAETEANNE DL FRER, G, AR EFIF, TR T @A LN



- 92 - BMBEILZRZHR(BARMFMW)

DNA 8518 5 {4 At R0 25 9 F A

i B RREA DNA 609 TSRS . T
24 DNA AR —FiE 16 4140 T 7 414 DNA 43
T, BT DNA 5 T G A IR 00 53 7
PR, AR U B A 52 RE, AR 40
SUR R MGLZGHE. 4L DNA SR RN 105025 1
5 LR T AT R0 . SO L T 4L
DNA A, 25 & AP HLZ5HE , Btk AT DNA g
RIB T BB

1

2 DNA LB — el ds 4 2

1) 3345 H B 2L 5

2) A3 R 15 o [ MR 3% %, JE JREE 21 DNA
s

3)#5E 4L DNA 7 T AZ ARG ;

4) ik % A L DNA 73 1 (9 20 g, 2 i 42
B H A EE.

AT 3 Al LA AR R H (56N 26 4 PR DU
VRS B seser) H A 5L

PUEZ M G A A KA, 4R X DT AR R A T
2. ARYE A R DT 2Y 1k, SR TR R AT L
R 240 T v s 12 4 2 9 A

H2 DNA SR FIAH R 1990 265 PEAE {5 B KT
A R ) FH 2R
1.1 mEdE

Fe 4L DNA BORFILH T 19 BT 2504 0 115 &
BRI, AT A5 1) EL AT A iy 22 A P A9 . i i e A
K1 .

- H it i‘i?NA KEH 21
S [ R
DNA b SN LA R]
™| 4 T thpy || >

Bl Jeigidde

1) DNA Z . X {5 Sl BBk UL, 2 % 77 X0 5
SV ABO RS AN TR, R LA SR 1 B0 40 i . =
Wik Jr A 1, 3 MR 1 A7

2) WIS A H AR B DNA JrBL ARIE 1
ARGt 7 3, WISCHR S I DNA 751, 32% DNA J 51 B
v H 3L AL 7 H A EE AT 250 E— Bt DNA JP
F, #3305 A H RN B DNA B Hoh H g2 A
FAAEIASC, B AL R AT (19 7 B Ja 28 3T Ak B Y
er%[ll]‘

2013 4
k1 ZBWARGHT X

A=CGA I=ATG (Q=AAC Y=AAA 6=TTA
B=CCA J=AGT R=TCA Z=CTT 7=ACA
C=GIT K=AAG S=ACG 0=ACT 8=AGG
D=TIG L=TGC T=TIC 1=ACC 9=GCG
E=GGC M=TCC U=CTG 2=TAG = ATA
F=GGT N=TCT V=CCT 3=GCA ,=TCG
G=TTT 0=GGA W=CCGC 4=GAG . =GAT
H=CGC P=GTG X=CTA 5=AGA .=GCT

3) HilfEE 2 DNA 535 (K fk DNA 737 ). 4%
P AR R R, R SRR, A A H
D9 B9 DNA R BOFI 5 B 4044, 153 21 41 DNA
éj\%[“]-

4) FEUCEE 2 DNA Jp 1~ 64538 4 19 40 1 1552
PRANTH , K 41 DNA 731 ASZARAN T A, PR
R TCAR AN T U2 A A R

SERAR B AR ik A KR H A DNA 201 (OT&R
DNA 735) ,JU4% DNA 77X E 41 DNA 73 73 £
TARGF BB . AR X 54 H 2 DNA 71
AT (2 AR ) AR 1 ARG H B scrE .

1.2 @RI

AR A T2 P I E 2 DNA 230 Z5 i 2%
f R 2 P

D) ARKAEHA DNA 50 T B AN . TR 4 A
TSR B A AR B 5T 245 78, 8 e e A0 S A 4T
PEFAR K IR, G 8 th 2 R4

2)7r B E 4] DNA 73 1. AR v B 2 1A 19 1
BRECTHE S S5 A5, E 41 DNA 207973, 9T
A% DNA J3F A9 14, PR 43 B 2l Ak i ik o 5 20
DNA 437

3) RS i T B 3 DR R o I 2 1A B O 4 A
P H BYFE ARG 2 1 s bt I SRS 13 21) 5
SATTADNA_ EAIDNA  Hfy

ForAam |2 ) 2
DNAZ FIRIANH| 4li 1y,

PN TR
[F] (¥ 40

B2 MELA

2 et

DT LA T 2 DNA S A% 4 IR 15 4
B, T PR A o IR ). GE T A P
P, PTRABERR 1 2 I B0 A 3R AR K OUAR AN, B R %2
PR, M3 25 1 52 PR 200 15 00 T8 1 s 2 DNA 52
R 250, AT ATERS 2450 T L E 41 DNA 701473,



54 4

BEOLR, % LT DNA B WG & RE T % - 93 -

JUA DNA Zp AP G, AT 735 824 DNA 31
WAL 2 T RE RS DR 8 SO AR AN B 5L

PUERIFISEC LB FECT B, ik PR L H
IRAT L Rl ABE M 2 45 Ak 2 BT B DU AE 308
B N MR PR M AR (X N FTERE
0, BRIV M AR PLA R AR A, BERL A, — K
IR R P #oR.

1

P=—
AV

i A R LA SO R i B s il i gk
C =AY
B2 M R{E H 3, Fi Matlab 7 2. 40 GHz, In-
tel(R) Core (TM)i3 CPU,2 G NAEFI 1 G il 2 (¥ H
i b2z NP ks NC th<e, il 3 fos.

=
PX10
© =~ N W A ;& =~ o ©

B3 M=3n8 NP #Z&5 NC ¥

HIPE 3 A1, P ROEE N AL B B o T e sk
/N, CR{ELRE N f4 LAY 384 in i AL . 253K — 1k
HURFHSCE I BRI ARAR A, BIGE N I {E AR/,

ZIRZ A REIAT . SR, 240 B e AN Al [ A2
AR, 28— B i, &5 A #4 DNA 73§
AR R B A T RE RS 2K, AT G T2 A5 31 5.

& N P{E M 10, {d ] Matlab 7£ 2. 40 GHz,In-

tel (R) Core (TM)i3 CPU,2 G NAEFI 1 G Jft 5 Aty H
fili 2z MP k5 MC ih<k, ikl 4 Fios.

0.10
0.09}
0.08 |
0.07 |
0.06

0. 05
0.04|
0.03[
0,02
0.01F

0

250

B4 N=10 8 MP 15 MC %,

Hi P 4 L, RV XG5 T oK N B LT
/N 10, FCEERRUE I M BRI AT LR S s 1
PEMERZ.

IR BGE B T AN Py, R
PUER B TR, 35 T R 2 2 MR %
DNA 73173 8 2l DNA 701 BEHLBCE S5 5
A, ATBERIA 4L DNA 731, T GIEAS B SC.

WEARBGH #1558 T DNA 701, R4 4
PERUARSS 1. BGh 2 n] LA A R 19 B 41 DNA
O35 ARG RO S AR, A T 2 A H Ak
PR DNA B Be. FEARIEE 5 STkt il DL 25
1773, ARAF WIS e, H A 25 A A i B0 B2 e e
[ GGC, JE3C Hh i B #5512 E, GGC ] fiE
WU E.

QR T ik 7 3, Bk 3 nT UK 346 23 7% 75 5
FEIELE DNA JF 5112 H A FE . L Andt— DNA J7
51 j5 TTGTCTCGAGGGTTTCCCGTGCGCAAA, X —
DNA JRFAJE HIZEN P 3 1 Bs gt 7 X
BEA GGG, CCC X 8Lt 77 3. S 45— DNA 751



<94 - oM B Tl 2R

wHBARRMFMW)

2013 4

i TTIGTCTCGAGTTCGAGTGCGCAAA , X — DNA ¥
SIARA AT RER: H A9 3E I, P = HRAR 9 HES I 58 27
w3 1 PR gt . AT ik )5 3, B w LA
EZY 5 H DNA 7p 55 5 FE4] DNA 53, I,
NI TT R 2tk

3 REASEE

FrrUEE 4 DNA 5I04 DNA RG7E—il, %
PRANTR S IO R AR R A 1 —&, WSR2 T M
ol s BERL 221K, T RERE IR B SC LA B %5
BB AN PTG R Al B AR S, TUAR A R Y
P2k T REASAT AN 32 A 20 B A ), DA T e S 114 42
Wyt ok e s R (o A 3% AT fiE T B
A SR PTG , W N A fE

4 énlb

FIFIE4] DNA AR \%/éi‘mi%?%‘“ifﬁﬁﬁb‘l&
A HTLGTESR T LA DNA Sy A A 15 B B

Jrg& A5 BB TR BROR, AN RE EH, mﬁﬁéﬂ/ﬂé
SBCK T SO A B 3. A JE BB TS i itk — 2
XHZ T AT IEAL 5 et

S 3k

[1] Chang W L.,Guo M,Ho M S H. Fast parallel molecular al-

gorithms for DNA-based computation: factoring integers

[ J]//IEEE Transactions on Nanobioscience, 2005, 4
(2) :149.

[2] Zhang X C,Niu Y,Cui G,et al. Breaking the NTRU pub-
lic-key cryptosystem using self-assembly of DNA tilings
[J]. Chinese Journal of Computers,2008,12(31) :2129.

(3] #¥ K, MEL T DNAFTHH RSA 58 255 &
Jr [ J]. P EHLTA2,2010,36(2) : 1.

[4] Celland C,Risca V,Bancroft C. Hiding messages in DNA
microdots[ J]. Nature,1999,399 (6736) ;533.

(5] HE#®,FAK.£2&,.% ELFHHA
[ J]. B4R ,2006,51(10) :1139.

(6] F 9k, k%%, HE#,%. 2T DNA £ A th x4 An
wor k)], E A ,2007,37(2) :175.

(7] k¥%.,79AMk, %%, %. &T DNA SR M 3 3 H Ao
W54 4 57k, % EAE 2010,40(2) 240,

[8] ChenZ H,Xu J. One-Time-Pads encryption in the tile as-

sembly model[ J]. Journal of Computational and Theoreti-
cal Nanoscience,2010,7(5) .848.

[9] Hirabayashi M,Kojima H,Oiwa K. Design of true random
one-time pads in DNA XOR cryptosystem [ J ]. Proceed-
ings in Information and Communications Technology,2010
(2):174.

[10] # % B & #. DNA BN L AT D* 5 ETHH
FWRH 5T R AR ,2012,24.24.

[11] HR4R4e. —F X TE4 DNA AR FEHF E[J]. &
F#14%,2004,32(7) ;1216.

(E#% 85 1)

[4] Benedetto S, Divsalar D, Montorsi G, et al. Pollara. Serial
concatenation of interleaved codes : Performance analysis,
design, and iterative decoding[ J]. IEEE Transactions on
Information Theory, 1998 ,44(3) :909.

[5] Ming Xiao, Tor Aulin. Serially concatenated continuous
phase modulation with convolutional codes over rings[ J ].
IEEE  Transaction on Communication, 2006, 54
(8).:1387.

[6] Maw R L, Taylor D P. Space-time coded systems using
continuous phase modulation [ J |. IEEE Transaction on
Communication 2007 ,55(11) ;2047.

[7] Zhang Zhijun,Zhang Aili,Fu Huan. Performance study on
convolutional coded MSK system [ C]//The 7th Interna-
tional Conference on Wireless Communication, Networking

and Mobile Computing, Piscataway ; Institute of Electrical

and Electronics Engineers Inc,2011:1074 - 1076.

[8] Zhang Zhijun, Yang Yujie, Wang Xianfang, et al. Serially
concatenated coded M-ary continuous phase modulation
with bit-interleaver [ J ]. Journal of Theoretical and Ap-
plied Information Technology,2012,45(1) :144.

[9] Zhang Zhijun, Wang Weifeng, Xintao Duan. Performance
analysis of Q-ary low-density parity-check coded continu-
ous phase modulations[ J ]. International Review on Com-
puters and Software ,2012,7(7) :3665.

[10] Narayanan K R, Altunbas I, Narayanswami R S. Design of
serial concatenated MSK schemes based on density evolu-
tion[ J|. IEEE Transaction on Communication,2003,51
(8).:1283.

[11] Bahl L., Cocke J,Jelinek F et al. Optimal decoding of lin-
ear codes for minimizing symbol error rate [ J]. IEEE

Transactions on Information Theory,1974,20(2) :284.



