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Abstract :In order to compare and analyze the network traffic classification effect of different machine learning

algorithms in the software defined network (SDN) environment, the Moore dataset was balanced, and four

classic machine learning algorithms including KNN, random forest ( RF) , support vector machine (SVM) and

gradient lifting decision tree ( GBDT) were supported on the machine learning platform RapidMiner to select

different classification features for classification experiments. Experimental results showed that compared with

the other three algorithms, the GBDT algorithm could obtain better classification results in a shorter time.
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Table 1  Traffic sample statistics of

various types in Moore dataset

e B el
Www WWW 328 091 86.906
MAIL Imap,pop2/3,SMTP 28567  7.567
BULK FTP 11 539  3.056

DATABASE Postgres,sqlnet oracle,ingress 2648  0.701
SERVICES X11,dns,ident,ldap,ntp 2099 0.556
P2pP KazaA , bittorrent , gnutella 2094  0.555
ATTACK Internet worm and virus attacks 1793 0.475
MUITIMEDIA  Windows media player,real 576 0.153

INTERACTIVE  Ssh,klogin, rlogin, telnet 110  0.029
GAME Half-life 8 0.002
j=San 377 526 100.000
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Table 2 The number of samples of

each type in the balanced dataset

R B/ %
WWW 65 000
MAIL 65 000
BULK 30 000

DATABASE 30 000
SERVICES 30 000
P2P 30 000
ATTACK 20 000
MUITIMEDIA 10 000
INTERACTIVE 10 000
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Table 3  Selected classification features
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Fig.2 Accuracy of various

eigenvalues of different algorithms
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